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1 Installation Overview

1.1 Overview

This section contains the following topics:

About This Guide

About Universal Records Manager
About Documentum Adapter
Software Requirements

Optional Hardware
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1.2 About the guide

This guide provides instructions on how to install Documentum Adapter on a computer running
either Microsoft Windows or Linux.

Note: The information contained in this document is subject to change as the product technology
evolves and as hardware, operating systems, and third-party software are created and modified.

Important: Before proceeding with the installation, make sure that you read the release note that
is shipped with the software. It contains up-to-the-minute installation issues and considerations.

1.2.1 Audience

This guide is intended for system administrators who need to run and configure
Documentum adapter.

1.2.2 Conventions

The following conventions are used throughout this guide:

. Forward slashes (/) are used to separate parts of an Internet address. For
example, http://www.oracle.com/en/index.htm. A forward slash might or might not
appear at the end of an Internet address.

. Backward slashes (\) are used to separate the levels in a path to a Windows
server, directory, or file. For example, C:\stellent\idcm1\. A backward slash will
always appear after the end of a Windows server, directory, or file path.

. Forward slashes (/) are also used to separate the levels in a path to a UNIX
server, directory, or file. For example, /usr/stellent/idcm1.

. File names and file paths within text are indicated by the following convention:
<filename> file in the <path_to_directory> directory.

. Notes, technical tips, important notices, and cautions use these conventions:
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1.3

About Universal Record Manager (URM):

Oracle Universal Records Manager (URM) provides the ability to perform records management,
retention management, and litigation support across the entire enterprise. From a single Oracle
URM server, organizations can define all their policies for records and retention management, as
well as perform legal searches and apply litigation holds.

URM allows organizations to manage their records and retention policies, disposition processes,
and litigation or audit holds in a central repository known as a URM Server. They can then apply
those policies, dispositions, and holds to content stored in multiple repositories through URM
adapters. The repositories can be any server or application that holds content whose retention is
to be controlled.

1.4

1.4.1

1.4.2

1.4.3

144

Software Requirements

Supported Databases

The current version of the Adapter supports the following databases:
Oracle Database 10g, Microsoft SQL

Compatibility with URM and Content Server

Currently, the Oracle URM Adapter communicates with Oracle Universal Records
Manager 10gR3 (10.1.3.3.2). Currently, this version of URM is supported only on Oracle
Content Server versions 10gR3 (10.1.3.3.2) and later.

Optional Hardware Requirements
Installation of URM Adapter requires 1 GB RAM.

Documentum Server

Documentum content server 5.3 should be installed.
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2 Installing Oracle URM Adapter for Documentum

2.1 Overview

This document contains the installation detail of the Universal Records Management adapter for
providing record and retention management for Documentum.

The Oracle URM Adapter for Documentum obtains all policies from the URM server and applies
them to the content items stored in Documentum. The Adapter provides the bridge between URM
which manages the retention policies and Documentum stores the content. The Adapter also
sends information back to the URM server, so it can maintain an up-to-date catalog of the
enterprise's important content. Thus, companies can apply their records and retention policies to
content, more consistently, with less administrative effort, and less disruption for users.

This document will help administrators at the users end to configure and set up this adapter on
the system.

2.2 Pre-Installation Tasks and Considerations

2.2.1 Steps to set the environment for Documentum Adapter

o Install JDK 1.5

o Setup DFC environment (i.e. DFC Client needs to be installed).

2.2.2 Installing the Adapter files

The following are the steps that need to be followed to use the installer for installing the
adapter on the user’'s machine:

For Windows Machine:

o Double click on Documentum Adapter installer to start installation.

o The Install shield wizard dialog box opens as below.

InstallShield Wizard

InztallShield® iz preparing the InstallShield ‘Wizard, which
v will quide vau thraugh the rest of the process.
Pleaze wai...

Freparing Javaltm] Yirtual Machine. ..
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For Linux Machine:

o The provided bin file DocumentumAdapter has to be run. Navigate to the location where
the bin file is located.

o Type the following command to run the installer
“. I<filename>.bin *

E.g.: ./DocumentumAdapter.bin

@Note: The remaining steps below after the installer starts remain the
same for both Windows and Linux machines.

Oracle Universal Records Manager Adapter for Documentum Installation Guide 7 of 25




o Click on the “Next” button to start with the installation steps

% Oracle URM Adapter for Documentum ® |EI|5|

Welcome to the InstallShield Wizard for Oracle
URM Adapter for Documentum

The Installshield Wizard will install Oracle URM Adapter for
Documentum on your computer.
To cantinue, choose Mext.

Oracle URM Adapter far Documenturm
Oracle Corporation

= Hack

Cancel |
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o

Browse to the directory where the installer needs to be installed and click Next.

¥ Oracle URM Adapter for Documentum - 10] x|

Click Mext to install "Oracle LIRM Adapter for Documentum® to this directory, or
click Browse to install to a different directory,

Directory Mame:

|D:1Dncumentum

Browse |

| Cancel |

= Back
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o A summary is provided as shown below. Click Next.

% Oracle URM Adapter for Documentum = |EI|5[

Please read the summary information below.

Oracle URM Adapter far Documenturm will be installed in the fallowing location:

DADocumentum

for a total size:
338 mB

= Back

 Cancel |
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o The dialog box shows the progress as the Adapter is installed.

% Oracle URM Adapter for Documentum ® |EI|5|

Installing Oracle URM Adapter for Documentum. Please wait...

DoaDocumenturlioracleyewtjewtd jar

Iilest = Cancel |

¥ Oracle URM Adapter for Documentum - 10] x|

Flease read the summary information below.

The InstallShield Wizard has successfully installed Cracle URM Adapter for
Documenturn. Choose Finish to exit the wizard.

= Hack [ext = Finish
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After clicking the finish button the installer will copy the all the adapter related files in the
specified folder.

@Note: If you want to uninstall the files from the folder, click the
uninstaller.exe in the _uninst folder.

2.3 Post-Installation Tasks and Considerations

2.3.1 Database setup for URM

Execute the Database scripts to create the tables related to URM adapter. Run the
following scripts (depending on the database being used is oracle or MSSQL) are:
o Adapter_Oracle.sql or Adapter_MS.sql
o Framework_Oracle.sql or Framework_MS.sql

These scripts are present in the ‘script’ folder of the installed directory of Documentum
Adapter.

@Note: If you are using Oracle database then the user that is going to
run the scripts needs to have CREATE TABLE, CREATE SEQUENCE and
CREATE TRIGGER permissions on the database.

2.3.2 Setting up Environment Variables

For Windows System

Assuming that the DFC (Documentum Foundation Classes) environment has been set up
on the C drive the following needs to be ensured:

o Add Database driver for java :-

Oracle Driver: - ojdbc14.jar in lib/oracle folder inside the installed directory of
the Documentum Adapter.

MS SQL Driver: - sqljdbc.jar in lib/microsoft folder inside the installed directory
of the Documentum Adapter.

o Add dfc.jar, dfcbase.jar, bsf.jar and dctm.jar in the lib/documentum folder
inside the installed directory of Documentum Adapter folder. These jars are
Documentum specific jars which can be obtained from the folder where DFC
client is installed on your local machine (E.g.: C:\Program Files\Documentum).

o Check if the following path has be added to the system variable PATH:
“C:\Program Files\Documentum\Shared;”

o Check if the following paths have been added to the system variable
CLASSPATH:
“C:\Program Files\Documentum\Shared;”
“C:\Program Files\Documentum\dctm.jar;”
“C:\Documentum\config;”

o Now Add a new system variable DFC_DATA=C:\Documentum;
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For Linux System

Assuming that the DFC (Documentum Foundation Classes) environment has been set in
root of the Linux machine and following needs to be ensured.

O

Add Database driver for java :-

Oracle Driver: - ojdbc14.jar in lib/oracle folder inside the installed directory of
Documentum Adapter.

MS SQL Driver: - sqljdbc.jar in lib/microsoft folder inside the installed directory
of Documentum Adapter.

Add dfc.jar, dfcbase.jar, bsf.jar and dctm.jar in the lib/documentum folder
inside the installed directory of Documentum Adapter folder. These jars are
Documentum specific jars which can be obtained from the folder where DFC
client is installed on your local machine (E.g.: /root/documentum_shared).

Check if the system variable PATH has been set to
“/root/documentum_shared”:
For this type the command “echo $ PATH”.

If the variable has not been set then use the following command:
PATH = $PATH:/documentum/shared.

Check if the system variable CLASSPATH has been set to:
“root/documentum_shared;”

“root/documentum_shared/dctm.jar;”

“root/documentum_shared/config;”

This Classpath setting needs to be done to set the Documentum path in order to
run the adapter successfully.

For this type the command “echo $ CLASSPATH”.

If the variable has not been set then use the following command:
CLASSPATH = $CLASSPATH:/root/documentum_shared.
CLASSPATH = $CLASSPATH:/root/documentum_shared/dctm.jar.
CLASSPATH = $CLASSPATH:/root/documentum_shared/config.

@Note: If user is getting problem in locating the dfc.properties please
follow the steps

Windows

O

Linux

O

Copy the dfc.properties in the Documentum Adapter folder and check the
dfc.data.dir property. This should be <drive>:\./<documentum>
e.g. dfc.data.dir=C\./documentum

Copy the dfc.properties in the Documentum Adapter folder and check the
dfc.data.dir property. This should be ./<dir>/<documentum>
e.g. dfc.data.dir=. /documentum
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@Note: If user is getting a warning on the command prompt while
running the adapter “WARN com.documentum.fc.common.DfLogger - Failed to
load log4j.properties. Using default log4j configuration”

o Copy the log4j.properties file in the installed directory of Documentum Adapter,
from the following location:-

In Windows: - <drive>:/Documentum/config
In Linux: - ./<dir>/documentum_shared/config
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2.3.3 Enable locking of documents (as Records in URM) in Documentum

o Login to the database (e.g. Oracle/MySQL) for the Documentum repository
with the required user credentials (i.e. While creating docbase for Documentum,
we select/create user credentials for the database to be created for the
corresponding docbase. We have to use the same user credentials to create the
table for registering records).

o Next run the following SQL script “Records_Functionality.sql” in the
scripts/Documentum_DB Scripts folder.

> records_functionalty_MS.sql or records_functionalty_oracle.sql

o Install the docapp TBO_URM_Record (provided with the adapter)using
Documentum Application Installer (DAI) in the following way:

e Open DAI by navigating through the following:
e “Start> Programs > Documentum > Application Installer”

e Login to the required docbase with the correct user credentials.

¢ Navigate to the location where the docapp is located by clicking on the
“browse” button at top as illustrated below.

. Application Installer: Select DocApp Archive

Select the folder of a Docdpp Archive, to install to the target Dochaze:
]

(it

Help

Ingtaller Log file is created at;

Path name: |E:'\D|:u:uments and Settingztdabhizhek\Dezktiop Browse, .

File name: | Applnstaller_og. html

e Click the “OK” button

e Click on the “Start Install” button to start installation.

e Click the “Quit” button after successful installation.
o Next run the DQL script in the following manner:

e Copy the attached idgl32.exe and the urmStatusDQL.dq|l script file to the
same location at any machine which has DFC installed in it (URM
Adapter machine).
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e Open a command prompt and navigate to the location where the
idql32.exe has been saved.

e Run the following command.
idgl32 "<docbasename>" -U"<user name>" -P"<password>" -R"<dq|
script file name">

E.g.: idql32 "URM" -U"dmadmin" -P"Hello#123" -R"urmStatusDQL.dql"

e Successful execution will be shown in the command prompt window as
below.

C:\WINDOWS\system32\cmd.exe

C:sDetm>»idgl32 "URM" —U"dmadmin' —-FP"Hello#i1i23" -R"urmStatusDQL.dgl™

Documentum idgl - Interactive document guery interface
(c? Copyright Documentum, Inc.,. 1992 - 20684

All rights reserved.

Client Library Release 5.3.089.413 SP4 Win3d2

Connecting to Server using dochase URM
[DM_SESSIOH_I_SESSIOM_START linfo: 'Sesszion A18A3839800A65d3 started for user dm|
admin. "

Connected to Documentum Server running Release 5.3.8.413 SP4 Win3Z _0Oracle
1> 2> new_obhject_ID

1980303 7888A7AA7
¢l row affected?
1> 2> objects_updated

1
(1 row affected>
[DM_QUERY_I_HWUM_UPDATElinfo: '1 objects were affected by vour UPDATE statement.

Alternate Approach:-

User can achieve the functionality by following the steps below:

e Login in to Documentum Administrator with super-user login credentials.

e Open DQL executor and register the URM_STATUS table using the following
DQL:
“REGISTER TABLE dm_dbo.URM_STATUS (r_object_id CHAR
(16),ISRECORD CHAR(1),ISFROZEN CHAR(1))”;

e Update the access to the registered table using the following DQL:
“UPDATE dm_registered object set world_table_permit= 15 where
object_name="URM_STATUS".
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2.3.4 Enable removal of documents from URM

These are the steps to enable Audit trail for document delete event to keep a log entry for
very document that is deleted from the Documentum (DCTM) repository:

Enabling audit trail for a particular event requires these two procedures to be carried out:
A. Give a user the auditing powers to register events to audit.

B. Enable an event to be recorded in the audit trail.

Giving a user the auditing powers to register events to be audited
Steps to enable the auditing powers for a user are as follows:
o Login to Documentum Administrator with super user credentials.

o Navigate to the Users Management > Users option through the browser tree on
the left side as illustrated below.

(= Documentum Administrator - Windows Internet Explorer,

G%_; - |E| http:fhddigedmnk&az&: 8080 da/component /main? __dmfClientId=1201149545277&__dmfRequestld=__ clientlrnZ&_ dmfl % | |$t| | X | ‘Live Search ||§J "

W e & Documentum Administrator [_ - ey - b Page - @, (0 Tools - =

@ URM : dmadmin
G+ Home Cabinet
i Inbox

7.{._‘, Subscriptions
-2 My Files
-6, Administration
4§ Configuration Search

S e B
B
artognoomn| |
i) security
Audit Management

jiv et .
L, aias sets

—Jj Formats
3 Types
—i& Storage
—0 Site Publishing
B Indexing Management
_eﬂ. Content Transformation Services
- Content Intelligence
[y Cabinets
Add Repository

- % Laocal intranet 00 v
—

Daone

Oracle Universal Records Manager Adapter for Documentum Installation Guide 17 of 25




o Type the user name in User Name box to search for the user to whom auditing
powers will be given as illustrated below.

(= Documentum Administrator - Windows Internet Explorer L3l
@ - |B http:jjhdd\gsdmnkﬁﬁzs:EDEDp’\:lafcDmpDnentfmain?_dmfclientld=12011495482?7&_dmfRequestld:_diant1~~2&_deJ:V||"_t| |;| ‘Live Search ||¢‘:l &~

W e gDucumentum Administratar [_ ﬁ 5 @ 4 @’Eage - ﬂ @Tgo\s o

I# URM : dmadmin
&+ @ Home Cabinet
i Inbox
7._(._‘, Subscriptions
-2 My Files

=8 Administration
4§ Configuration Search
2 et B
ﬁ Users

Roles. N
& o artognoomn| |

i) security

Audit Marnagement (Search | (Show All Users ]

[#HL.3 Job Management

i 10 v
ol dias Sets -
—Jj Formats ] Hame Group e E-mail
3 Types 1 @ sambeet 1] Active sambeet@hcl.in
—i& Storage
—o Site Publishing

B Indexing Management
—é_ Content Transformation Services
- Content Intelligence

[y Cabinets

Add Repository

frET— r— Classic 4 Streamline J

o Sdiocalinranet UL
=

o Click on the info icon for the user to change its attributes.
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o Scroll through the properties page and change the “extended privileges” to
“Config, View and Purge audit” as illustrated below.

(= Documentum Administrator - Windows Internet Explorer,

r@ - |E| http:jfhddlgsdmnkas2a: 8080/ da/component/main?__dmfClientId=12011495482778__dmfRequestId=__clientl~n2__dmfl % | |$t| | X | ‘Live Search

*

g Documenturn Administrator

Info

User Source :

Password :

Description :

“E-Mail Address :

User OS5 Name :

Windows Domain :

Home Repository ©

Restrict Folder Access To @
Default Folder :

Default Group :

Default Permission Set :

Db Name :

Privileges :
Extended Privileges :

Client Capability :
Alias Set =

25

=

fi- B

@ - @Eage - ﬂ @Tgo\s o e

Inbne Fassword |

password is sambeet

|sambeet@ hclin

|
1

URM

Select none selected

Select /sambeet

Select none selected

Select dm_4500303950000900

[ Create Group, Cabinet and Type [+

Config, View and Purge Audit

none

‘Config Audit

Purge Audit

‘Config and Purge Audit
View Audit

Config and View Audit re checking

View and Purge Audit
w and Purge Audit

Drropdown List

| g Local intranet

[T

o Click ‘OK’ to complete the process.

Enabling an event to be recorded in Audit trail

These are the steps to enable the Audit trail for a document delete event to keep a log
entry for every document that is deleted from the Documentum (DCTM) repository:

o Login to Documentum Administrator with the auditor’s user credentials
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o Navigate to the “Audit Management” through the browser tree in the left hand
side as illustrated below.

(= Documentum Administrator - Windows Internet Explorer

@ - &l http:ﬁhddlgsdmnksszs:susu,ida,fcumpunent,rmain?_dmrclienud=120114954827?&_deRaquestId=_chent1~~2&_deJ:v||‘__1\ |z| [Live Search |2+

W gDucumentum Administrator ﬁ 52 @ ¥ @Eage - ﬂ @Tgols s

I URM : sambest
s+ Home Cabinet
g Inbox

7\@ Subscriptions
-2 My Files

Elol. Administration
§¥ Cenfiguration

Hame Description
Manage Auditing By Object Type Audit object types

Manapge Auditing By Object Instance Audit object instances

Manage Auditing by events selected for al objects in the repository Audit events for al objects in the repository
Search Audit

Manage Auditing by events selected for all objects in the
repositary

@ site Puttishing
& Content Transformation Services
4 Content Inteligence

By Cabinets
Add Repository
[rrE—TE— rEre— Classic m
http:/ihddlgsdmnkas2a: 8080/ da/webcomponent fadminFavorites! administrationfavorites, jspat | | | | | | | g Local intranet H o100 v
=

o Click the “Managing Auditing by events selected for all objects in the repository”
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o Click the “Add” option to add an event as illustrated below.

(= Documentum Administrator - Windows Internet Explorer

Ge - |B http: ffhddigsdmnkigzs: 6060/dafcomponentimain? __dmflientId=12011495452778_ dmfRequestId=__clientirezg_ dmfl % | |‘1 H X | |Live Search ‘ ‘P i

W QDucumentum Administrator l_ ﬁ 52 @ ¥ @Eage - ﬂ @Tgols s

Application Code :

Lifecycle : [Hane Selected]
State: | Any

Attributes : [Hone Selected]

|| Has signature manifested

|_lInclude all subtypes

|| Authentication Required

Event Name
dm_logon_failure

http:ffhddigsdmnkaaza: 8060/ da/wdkfcontainer/dialogcontainer . jsp# [ R R Local inkranet I H100% v
=
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o Type the event name “dm_destroy” in the “Starts with” box and click the “Go”
button to search the required event as illustrated below.

(= Documentum Administrator - Windows Internet Explorer

% A |ﬂ http: ffhddlgsdmnkas2a:8080/dajcomponent/main? __dmfClentId=12011495452778__dmfRequestid=__ client1~w28__dmfl ¥ | |‘1 H X | |Live Search

W

[0

Q Documentum Administrator

<

eventlist

Dane

=

fi- B

@ - @Eage - ﬂ @Tgols o

Selected Items.
Starts with | dm_destroy
Show Items

Hame

F .‘o dm_destroy

% Lacal intranet | 100%
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o Select the checkbox for “dm_destroy” event and click the “Add” button to add the
event as illustrated below.

(= Documentum Administrator - Windows Internet Explorer

% - &l http:ﬁhddlgsdmnksszs:susu,ida,fcumpunent,rmain?_dmrclienud=120114954827?&_deRaquestId=_chent1~~2&_deJ.v||£\ |z| [Live Search |2+

* & = G- B @ - e - B G-

Q Documentum Administrator

Selected Items
Starts with | dm_destroy
Show Items

Hame

F .‘o dm_destroy

<

eventlist

Done -gLocaIintranet | m00% v '
=
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o Type the event name “dm_prune” in the “Starts with” box and click the “Go”
button to search the required event.

o Select the checkbox for “dm_prune” event and click the “Add” button to add the
event as illustrated below.

& Documentum Administrator - Microsoft Internet Explorer

File Edit ‘ew Favorites Tools Help

daBak - = - B o ‘ Qhsearch  GilFavorites lMedia (4 | By S w -5 &8

Address @http:,i,ilD.l13‘56‘118:BUBElJ‘daJ‘cDmponent,ima\n?idmfcllentld=1208501118419&7dmfRequestId=7cI|ent1~~3&7dmf]umnType=]ump j ﬁGo Links ** @ -

Selected Rems
Starts with  |dm_prune Go
ewentlist
Show | tems I o =

Hame Hame
[m] .‘g dm_prune ‘g dm_destroy

dm_prune

[Eoere T e

o Inthe Selected ltems “dm_destroy” and “dm_prune” will appear.

o Click the “OK” button.

Oracle Universal Records Manager Adapter for Documentum Installation Guide 24 of 25




o The event registered should appear on the list. Click the “OK” button to complete
the operation as illustrated below.

‘& Documentum Administrator - Microsoft Internet Explorer

File Edit ‘ew Favorites Tools Help

Bak - = - (2 o ‘ Dhsearch  GilFavorites Media (4 | By & w - 5 &

Address IE http:)f10.113,56,118:8080/da/componentfmain?__dmfClientId=1208501118419%_ dmfRequestId=_ clientl~~3%_ dmflumpType=jump

Application Code : I
Lifecycle : Mone Selected]

State : Ay State =
Attributes : Mone Selected]
I™ Has signature manifested
I Include alt subtypes

™ Authentication Required

Event Hame
dm_logon_failure

dm_destroy

dm_prune

[Eoore FT T e

o Every delete operation which is conducted post registration of the event will be
recorded in to audit trail.

For running the adapter, please refer to Administration guide for Oracle URM Adapter
for Documentum.
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